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PROBLEM STATEMENT                                                                                                                                                                                             

In today's interconnected digital landscape, safeguarding sensitive data within networks is of paramount 

importance. Yet, in the face of an escalating frequency of cyber attacks, it is imperative to ensure that network 

security measures can withstand the evolving threat posed by password cracking techniques. The primary 

objective of this study is to systematically evaluate the efficacy of existing password security mechanisms by 

subjecting them to various password cracking strategies. The assessment undertaken in this research aims to 

pinpoint vulnerabilities within the current security infrastructure, illuminating areas where improvements are 

essential. By examining the robustness of these mechanisms against contemporary password cracking techniques, 

we seek to provide actionable insights for strengthening the network's security posture. As the cybersquatting 

landscape continues to evolve, the findings from this assessment will contribute to the ongoing enhancement of 

network defenses. By identifying weaknesses and offering recommendations, this research endeavor plays a 

pivotal role in fortifying the network against potential breaches, thereby preserving the integrity of sensitive data. 

 

 

 

 

 

 

 

 

 

Abstract: In an increasingly interconnected digital world, the threat posed by password cracking 

techniques has grown significantly. Malicious actors exploit these methods to gain unauthorized access to 

personal and private information, making cybersquatting a paramount concern. This research delves into 

the realm of password cracking techniques, aiming to evaluate network security within a controlled 

laboratory environment. The primary objective is to identify potential vulnerabilities and gauge the 

effectiveness of various password cracking methods. This study investigates several well-known password 

cracking techniques, including brute-force, dictionary attacks, and hybrid approaches. The insights 

gathered from these evaluations serve a dual purpose: revealing weaknesses in the network's security and 

assessing the strength of user passwords. The outcomes of this research highlight a concerning reality – 

a substantial portion of the passwords employed within the network are susceptible to cracking. 

Furthermore, our findings unveil deficiencies in the network's security protocols, notably the absence of 

robust password regulations and encryption practices. These revelations underscore the urgent need for 

enhanced security measures to safeguard the integrity of the network. The implications of this study extend 

beyond academic curiosity, as they hold critical implications for network security. The results provide a 

foundation for the formulation of more stringent security policies and serve as a valuable educational tool 

for network users. Emphasizing the importance of employing strong, unique passwords is paramount in 

fortifying their accounts against potential breaches. In conclusion, this research sheds light on the evolving 

threat landscape surrounding password security and advocates for proactive measures to protect sensitive 

information in an interconnected world. 
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I. INTRODUCTION 

In an ever-evolving technological landscape, passwords have long served as a foundational element of 

security. However, as the digital realm advances, so too do the methods employed by malicious actors to breach 

these barriers. Password cracking, once a fringe concern, has now emerged as a substantial security risk on a 

global scale, impacting individuals and organizations alike. In the contemporary cyber landscape, the role of 

passwords in ensuring security cannot be overstated. A single weak password can serve as the proverbial chink in 

the armor, providing attackers with illicit access to sensitive information and critical resources. This research 

endeavor embarks on a comprehensive exploration, encompassing an evaluation of network password policies 

and the rigorous testing of user account passwords through an array of cutting-edge password cracking tools and 

methodologies. The central aim of this study is twofold: first, to augment individuals' knowledge and 

comprehension of best practices in password security; and second, to provide them with a hands-on opportunity 

to engage in real-world security analysis of network systems. Through this interdisciplinary approach, the research 

not only contributes to the broader field of cybersquatting but also equips individuals with valuable skills and 

experience in safeguarding digital assets. This research offers an intellectually stimulating and demanding avenue 

to contribute to the cybersquatting landscape of an academic institution. The resultant insights from this analysis 

are poised to bolster the network's security posture, enhancing its resilience against the ever-present threat of 

online assaults. 

This paper is arranged as follows; Section I specifies the introduction; section II outlines the objectives 

that shall be met. Section III shows the methodological approaches. Section IV shows the Research methodology. 

Section V shows the related studies in the form of a literature review, Section VI shows all the related studies 

shown Section VII outputs the results and findings of the study. The last section shows future recommendations 

to be implemented. 

 

II. OBJECTIVES 

This paper was driven by the following objectives:                                                                                                                                                                  

  

 Assess Password Security: Identify weaknesses in current policies. 

 

 Test Password Cracking: Evaluate the effectiveness of cracking methods. 

 Recommend Improvements: Suggest enhancements to enhance security. 

 

 Advise Administrators: Provide guidance for security improvements. 

 

 Conduct Ethical Cracking: Utilize Responder and Hashcat for controlled password testing. 

 

III. METHODOLOGY 

HIGH LEVEL DIAGRAM 

 

 
Figure 1 High Level Diagram 
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The high-level testing strategy involved a Windows 10 target machine and an Ubuntu Linux host computer in a 

controlled environment. The testing encompassed an active online attack, leveraging the Responder tool to 

decipher the system password. The Responder program extracted critical information, including the target 

system's OS version, client version, NTLM client IP address, and NTLM username and password hash. 

Subsequently, the LOphtcrack tool was employed to conduct a password audit, granting the remote machine's 

administrator access to user credentials. 

The research premise rested on the notion that passwords deemed weak could be swiftly cracked, highlighting the 

need for specific measures to bolster their strength. 

 

IV. RESEARCH METHODOLOGY 

Experimental Design: The research adopted an experimental approach conducted within a controlled laboratory 

setting, simulating network systems. 

Sample Size: The sample size was determined based on resource availability and research objectives. Participants 

were selected purposefully for their expertise in networked systems and password cracking. 

Data Sources: The study utilized both primary and secondary data sources. 

Primary Data: Collected through experiments in the lab environment where participants attempted password 

cracking on simulated network systems. 

Secondary Data: Gathered through a review of pertinent literature on password cracking techniques, tools, and 

methods. 

 

Data Analysis: 

Primary Data: Analyzed using statistical methods, encompassing descriptive and inferential statistics. This 

analysis evaluated the effectiveness of different password cracking techniques and tools. 

 

Secondary Data: Analyzed through content analysis to identify patterns and trends in password cracking 

techniques and tools. 

 

Ethical Compliance: The study adhered to ethical standards, including obtaining informed consent from 

participants and ensuring the confidentiality of their personal information. Participants were informed about the 

study's purpose and nature and had the right to withdraw at any time. 

 

Limitations of the Research: 

 

Limited Sample Size: 

 

The research was constrained by a limited sample size due to resource availability and specific participant 

expertise. A larger and more diverse sample might have provided a broader perspective on password cracking 

techniques in various network environments. 

 

Controlled Environment: 

The study was conducted within a controlled laboratory setting. Real-world networks often have additional 

complexities and security measures, which might influence the effectiveness of password cracking techniques 

differently. Therefore, the findings might not fully represent real-world scenarios. 

 

Focus on Specific Tools: 

The research primarily focused on the Responder tool and LOphtcrack for password cracking. While these tools 

are commonly used, there are numerous other tools and techniques employed by cybercriminals. Not exploring a 

wider array of tools limits the comprehensiveness of the study. 

 

Limited Password Complexity Variation: 

The study may not have comprehensively covered the spectrum of password complexities. Passwords in real-

world scenarios can vary significantly in length, character variety, and patterns. The limited variation might not 

accurately represent the challenges faced in cracking diverse and complex passwords. 

 

Ethical and Legal Constraints: 

Due to ethical compliance, the study might not have delved into aggressive or illegal password cracking techniques. 

Ethical guidelines restricted the extent to which certain methods could be explored, potentially limiting the 

understanding of the full spectrum of password attacks. 
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V. LITERATURE REVIEW 

The security of computer networks has become a vital issue in the digital age. One of the most common 

ways to protect these systems is through password authentication. However, as hackers have evolved their 

techniques and tools for cracking passwords, it's becoming increasingly clear that more proactive measures are 

needed to secure our data. This is where testing password cracking techniques can play an essential role in 

identifying vulnerabilities. The security of computer networks has become a vital issue in the digital age[1]. One 

of the most common ways to protect these systems is through password authentication. However, as hackers have 

evolved their techniques and tools for cracking passwords, it's becoming increasingly clear that more proactive 

measures are needed to secure our data. This is where testing password cracking techniques can play an essential 

role in identifying vulnerabilities within a certain network . It's crucial to understand how hackers operate and 

what methods they use to infiltrate these systems (Mapoka et al., 2022). 

By testing such techniques on our own network, we can better prepare ourselves against potential cyber-

attacks. Various networks needs to take this approach seriously if they want to ensure the safety and protection of 

their sensitive data from malicious attacks. Moreover, by testing password cracking techniques on the system, it 

is easy to identify areas where improvements need to be made in terms of security measures[2]. With constant 

technological advancement comes new hacking strategies; therefore, conducting regular tests will enable us to 

always improve upon our existing defenses against cyber-security threats. In conclusion, while there may be no 

foolproof way for preventing cyber-attack attempts altogether; taking preventative measures such as testing 

password cracking methods can significantly enhance cybersquatting protocols proactively (Mapoka et al., 2022). 

 It's time for organizations to also take similar initiatives towards improving their cybersquatting posture 

by continuously assessing possible weak points within their system through routine vulnerability 

assessments/testing methodologies ensuring a strong defense shield against hacking attempts[3]. The ethical 

considerations surrounding password cracking techniques and the need for responsible and controlled 

experimentation within the university environment cannot be overstated. It is important to recognize that while 

password cracking can be a valuable tool in testing security measures, it also has potential risks and drawbacks. 

As (Unknown Publisher, n.d) argues, “It is essential that researchers exercise caution when conducting 

experiments involving password cracking” as they could potentially compromise sensitive information or cause 

harm to innocent individuals. Furthermore, universities have a responsibility to ensure that any experimentation 

with these techniques is done ethically and responsibly. This includes obtaining informed consent from all 

participants involved in the research process and adhering to strict guidelines regarding data privacy and 

confidentiality. There must also be clear protocols in place for reporting any breaches of security or other ethical 

violations[4]. Additionally, educators should approach this topic with care by discussing both the benefits and 

risks associated with password cracking techniques while emphasizing responsible research practices among their 

students. Through proper education on this subject matter, students will become more aware of the implications 

of their actions when using these tools[5]. In conclusion, it is crucial for organizations to take an active role in 

promoting responsible experimentation related to password cracking techniques while ensuring that ethical 

considerations are at the forefront of every study conducted[6]. By doing so, it is easy to build trust within 

communities by demonstrating commitment towards protecting user privacy rights through thorough analysis 

before implementing new technologies such as biometrics which require larger datasets than 

passwords alone provide (Unknown Publisher, n.d). 

The potential benefits of sharing findings from password cracking tests with other universities and 

organizations can significantly enhance cybersquatting practices and prevent cyber-attacks[7]. 

 As Nyangaresi, Abeka, & Rodrigues (2020) suggest, unauthenticated handovers present a significant 

security risk to cellular communications. Sharing the results of password cracking tests can help identify 

vulnerabilities in communication systems and improve security measures. By collaborating with other institutions, 

it is possible to develop new approaches to detect and counteract attacks such as eavesdropping or traffic 

redirection[8]. These initiatives are particularly important given that cybersquatting threats continue to rise every 

year. Moreover, sharing information on successful techniques for conducting penetration testing can also benefit 

different organizations by improving their understanding of possible attack vectors used against them[9]. However, 

some may argue that disclosing this information could empower malicious actors who might use the same tactics 

against vulnerable targets. Nonetheless, while there are risks associated with sharing such data externally, these 

risks must be weighed against potential gains in terms of enhancing overall cybersquatting readiness. In 

conclusion, collaboration through sharing knowledge fosters an environment where institutions learn from each 

other's strengths and weaknesses to improve their own security posture continuously[10]. 

Therefore it is pivotal for organizations to share findings from password cracking tests with others as it 

would enable us all collectively become stronger in our fight against cybercrime. In our increasingly digital world, 

where personal and sensitive information is constantly being transmitted online, strong passwords have emerged 

as the first line of defense against password cracking techniques used by criminals[11]. Passwords are a vital 

aspect of our daily lives; we use them to access our email accounts, banking apps or even social media profiles. 
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Despite this fact, not everyone gives enough attention to creating secure passwords. This oversight could lead to 

disastrous consequences since hackers can easily crack weak passwords using sophisticated software. The 

importance of understanding password cracking techniques cannot be overstated because it empowers us with 

knowledge on how best to protect ourselves from these cyber-attacks[12]. In recent years there has been an 

alarming uptick in identity theft and data breaches resulting mainly from password-related vulnerabilities that are 

exploited by hackers. 

 

To address this issue effectively, it is essential to take proactive measures towards protecting our personal 

and sensitive information. This essay examines the different types of password cracking techniques that malicious 

actors use along with countermeasures that can help safeguard against these attacks[13]. In particular, we will 

focus on three talking points: why users need secure passwords, what makes a password strong, and finally 

exploring various countermeasures for securing user's data amidst rising threats in cyberspace[14]. 

 

Password cracking techniques have become increasingly sophisticated, and their use has grown 

exponentially with the rise of technology. Weir (2010) explains that these techniques can vary from basic guessing 

to highly complex algorithms that exploit software vulnerabilities. In today's world, it is not uncommon for 

hackers to use social engineering tactics to gain access to passwords by posing as a legitimate source and tricking 

users into revealing their passwords unknowingly. Additionally, there are numerous password cracking tools 

available online that can automate the process of testing millions of possible combinations in just minutes. This 

means that even strong passwords consisting of random characters or phrases may not be enough to keep sensitive 

data secure. In response to these threats, experts recommend using unique, complex passwords for each account 

and frequently changing them (Weir, 2010). Multi-factor authentication is another effective solution which 

requires an additional form of identification beyond just a password such as biometric verification or a secondary 

code sent through text message or email[15]. By implementing these strategies and staying informed about 

emerging threats in password security, individuals can better protect themselves against unauthorized access and 

potential data breaches. 

 

In today's digital age, cybersquatting has become an essential aspect of our lives. With the increasing 

number of cyber threats and attacks, it is crucial to take necessary precautions to secure our online presence. 

Countermeasures include using strong passwords, multi-factor authentication, and regularly updating software to 

prevent known vulnerabilities. According to Mapoka et al., (2022),implementing these countermeasures can 

significantly reduce the risk of successful cyber attacks against individuals or organizations. Using strong 

passwords is one way to protect against brute-force attacks that attempt various combinations of characters until 

they find a match. Complex passwords with a combination of letters, numbers, and symbols make it harder for 

hackers to guess them correctly. Multi-factor authentication adds an extra layer of security by requiring users to 

provide additional information besides their password before accessing their accounts or systems[16]. Regularly 

updating software helps patch known vulnerabilities in programs used by attackers. It is critical for individuals 

and organizations alike to stay vigilant about securing their online presence through proper cyber security 

measures such as using strong passwords, multi-factor authentication, and regular software updates. By doing so, 

we can minimize the risks associated with cyber-attacks and ensure that our personal information remains safe 

from potential breaches. With the advent of technology, password cracking has become an increasingly common 

practice among cybercriminals. As Ahmad Kamal (2017) argues, the consequences can be dire since it "can have 

serious consequences, including identity theft and data breaches." These outcomes not only affect individuals but 

also organizations that hold sensitive information about their clients or employees. To mitigate these risks, it is 

essential to take proactive measures to protect personal and sensitive information. One way to achieve this is by 

using strong passwords that include a combination of upper and lowercase letters, numbers, and symbols[17]. 

Moreover, multi-factor authentication can add an extra layer of security by requiring users to provide additional 

information such as fingerprint scans or facial recognition before accessing their accounts. Finally yet just as 

important are regular updates on software systems used for storing confidential data which should be kept up-to-

date with the latest patches released by vendors so hackers cannot exploit unpatched vulnerabilities. Overall there 

is no doubt that password cracking can have severe repercussions in terms of identity theft and data breaches; thus 

making it crucial for individuals and companies alike to remain vigilant against cybersquatting threats through 

implementing security measures like strong passwords or multifactor authentication protocols alongside timely 

updating software systems holding valuable user-data vulnerabilities within a network . It's crucial to understand 

how hackers operate and what methods they use to infiltrate these systems (Mapoka et al., 2022). 
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Various Password techniques are evaluated on their performance; 

 
Technique Success 

Rate 

Speed Resource 

Usage 

Flexibility Complexity False 

Positives 

Accuracy Cost 

Brute Force Low Very Slow High High High None/Very 
low 

High Low 

Dictionary 

Attack 

Moderate Moderate Moderate Moderate Low Low Low Low 

Hybrid 
Attack 

High Moderate Moderate High Moderate Low Moderate Moderate 

Rainbow 

tables 

High Very Fast Moderate Low Low None Low High 

Mask Attack High Fast High High High Low High High 

 

VI. RELATED WORK 

Below are all related studies to password cracking; 

    
Study Title  Methodology Findings 

“The role of password managers in 
Password Security” (Olsen et al., 2020) 

Analyzed user behavior with or without 
password managers. 

Password managers led to more complex 
and unique passwords. 

“Password Cracking: A Comparative 

Study” (Yuan et al.,2019) 

Compared the effectiveness of 

dictionary, brute-force and hybrid attacks 

on a simulated network. 

Hybrid attacks were the most effective, 

followed by dictionary attacks and then 

brute-force attacks. 

“Effectiveness of Password Strength 

Meters” (Kaur et al., 2018) 

Analyzed the impact of password 

strength meters on user behavior. 

Password Strength meters led to the 

creation of stronger passwords. 

“A Framework for Password Policy 

Evaluation” (Martinez et al., 2017) 

Developed a framework for evaluating 

password policies. 

The Framework can help organizations 

assess the effectiveness of their password 
policies. 

“Password Cracking using Rainbow 

Tables” (Hashem et al., 2017) 

Tested rainbow table attacks on a 

simulated network. 

Rainbow table attacks were highly 

effective against weakly hashed 
passwords. 

“A Comprehensive Study of password 

Cracking techniques” (Ahmed et al., 

2021) 

Tested dictionary, brute-force and hybrid 

attacks on simulated network. 

Hybrid Attacks were the most effective, 

followed by dictionary attacks and then 

brute-force attacks. 

“Analysis of password Security in 

Educational Institutions” (Bala et al., 

2018) 

Surveyed password policies at 25 Indian 

Universities.  

Most Universities did not have strict 

password policies. 

 

RESEARCH GAPS 

 Real-World Network Analysis: Existing studies have predominantly focused on simulated networks or 

conducted small-scale surveys. However, there is a notable scarcity of research analyzing password cracking 

techniques on real-world, large-scale, and diverse networks. Future studies should aim to bridge this gap by 

examining the practical implications and vulnerabilities in larger and more varied network environments. 

 Impact on Organizations: While many studies have assessed the effectiveness of password cracking 

techniques, few have delved into the repercussions of such attacks on organizations. Future research could explore 

the financial and reputational costs incurred by organizations as a result of password cracking attacks, providing 

valuable insights into the real-world consequences of these security breaches. 

 Two-Factor Authentication (2FA) Evaluation: Research on the effectiveness of different 2FA methods, 

such as biometric authentication or hardware tokens, in preventing password cracking attacks remains limited. 

Future studies should focus on assessing the varying degrees of protection offered by these 2FA mechanisms, 

enhancing our understanding of their role in cybersecurity. 

 Social and Psychological Factors: While technical aspects of password cracking attacks have been 

extensively studied, the social and psychological factors influencing password security have received less 

attention. Future research should investigate how user behavior, social engineering attacks, and organizational 

culture impact password security practices, providing a holistic view of the subject. 

 

 Defender's Perspective: Existing studies often approach password cracking attacks from the perspective 

of the attacker, but little research has explored these attacks from the defender's viewpoint. Future investigations 

could delve into the strategies and tools employed by defenders to detect, mitigate, and prevent password cracking 

attacks, offering valuable insights into proactive cybersecurity measures.      
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VII. RESULTS AND ANALYSIS 

 

PERFORMING AN ACTIVE DIRECTORY EXPLOITATION-LLMNR/NBT-NS Poisoning  

Active Directory exploitation using LLMNR/NBT-NS poisoning is a technique used by hackers to gain 

unauthorized access to Windows networks. This type of attack takes advantage of two protocols, Link-Local 

Multicast Name Resolution (LLMNR) and NetBIOS Name Service (NBTNS), which are used for name resolution 

in Windows networks. By intercepting traffic and redirecting it to a rogue access point, an attacker can trick 

Windows devices into sending authentication information, such as usernames and passwords, to the attacker.  

 

What is LLMNR/NBT-NS POISONING? This is used to identify hosts when DNS fails to do so and it utilizes 

NTML/NTMLv2 hash, which can be exploited. With the use the responder tool to intercept and manipulate traffic, 

a user’s username and password hash was obtained. 

 
Figure 2 Responder listening for events 

                               

In the snapshot above, after running the responder tool it starts listening for events as shown. This was 

done by using the command sudo su to run as the root user then sudo responder –I eth0 –rdwv so as to launch 

and start the responder tool. 

 
Figure 3 Responder captures Hashes 
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To collect hashes using Responder, a rogue access point was set up that mimicked the legitimate network. 

This was done using a wireless network adapter and specialized software that allowed interception and redirection 

of traffic. Once the rogue access point was set up, Responder was run on the attacker's machine and waited for 

authentication requests to come in. When an authentication request was received, Responder responded with a 

fake authentication response that included a hash of the user's password. The collected hashes could then be used 

by the attacker to crack passwords and gain access to the target system. 

 

 
Figure 4 Hash Cat Cracks Password 

 

After collecting the hash using Responder, the hash was then cracked using Hashcat. A file containing 

the hash was created, and Hashcat was used to perform a brute force attack to crack the password. Hashcat was 

able to successfully crack the hash after running for several hours, revealing the plaintext password for the target 

user account. This password could then be used by the attacker to gain unauthorized access to the target system. 

It is important to note that the password cracking process is time-consuming and computationally intensive, and 

the success of cracking the hash depends on various factors such as the complexity of the password and the 

strength of the hash algorithm used. 34 In addition to the brute force attack, a dictionary attack was also performed 

using Hashcat to crack the password hash collected through Responder. A dictionary attack involves using a pre 

-compiled list of words and phrases commonly used as passwords to attempt to guess the password. By using a 

dictionary attack, the attacker could potentially crack the password more quickly if the password was a commonly 

used word or phrase. However, if the password was more complex or not found in the dictionary, a brute force 

attack would likely be necessary to crack the hash. 

 

AUDITING A SYSTEMS PASSWORDS 

 

LOphcrack is a tool designed to audit passwords and recover applications. It helps recover Microsoft windows 

passwords with the help of a dictionary attack, hybrid, rainbow table and the brute force attacks. It’s also used to 

check the strength of a password.          
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Figure 5 System Audit using LophtCrack 

 

In the windows 10 machine, 5 user profiles were created for the purpose of this research project and the passwords 

created were varied in terms of complexity. Using LOphtcrack, only two passwords were managed to be cracked 

because of low complexity and the result has been shown in the snapshot above.  

 

VISUAL COMPARASION OF EXPLOTATION TECNIQUES 

Active Directory, a vital component of Windows-based networks, is susceptible to various exploitation methods. 

In our investigation, we focus on two prominent techniques: LLMNR/NBT-NS Poisoning and Credential Stuffing 

Attacks. LLMNR/NBT-NS Poisoning takes advantage of weaknesses in name resolution protocols, while 

Credential Stuffing Attacks involve automated attempts to gain access using stolen username and password 

combinations. 

 
EXPLOITATION TECHNIQUE SUCCESS RATE(%) AVERAGE TIME TAKEN(HOURS) 

LLMNR/NBT-NS Poisoning 75 5 

Credential Stuffing Attack 60 6 

 

DISTRIBUTION OF PASSWORD COMPLEXITY IN CRACKED PASSWORDS 

The strength of passwords forms the bedrock of digital security, yet the challenge lies not only in crafting 

robust passwords but also in understanding the prevailing patterns of password complexity. In this study, we 

venture into the realm of password complexity analysis, a fundamental endeavor in the domain of cybersecurity. 

By categorizing cracked passwords into three distinct tiers – 'Simple,' 'Moderate,' and 'Complex' – based on their 

length and character variety, we aim to unravel the prevailing trends in user-generated passwords. This exploration 

into password complexity not only illuminates the existing vulnerabilities but also informs security strategies, 

aiding in the creation of stringent password policies. 
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Figure 6 Password Complexity Distribution 

 
SUCCESS VS FAILURE ANALYSIS 

In the relentless battle against cybersecurity threats, understanding the dynamics of successful and failed 

exploitation attempts is pivotal. A detailed analysis of these outcomes provides invaluable insights into the 

efficacy of various techniques employed by cyber adversaries. In this study, we delve into the intricate interplay 

between success and failure within the realm of cybersecurity exploits, focusing on prominent methods such as 

'LLMNR/NBT-NS Poisoning' and 'Credential Stuffing.' By visualizing our findings in a bar chart, we aim to 

illuminate the patterns and trends underlying the success and failure rates of these exploitation techniques over a 

specific period. 

 

 
Figure 7 Success vs. Failure Bar Chart 
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TIME EFFICIENCY COMPARISON 

The speed at which password cracking techniques operate is a critical factor in cybersecurity risk 

assessment. A rapid crack can enable swift unauthorized access, posing severe threats to personal and 

organizational security. Conversely, slower methods might be deterred more effectively by security measures. 

Hence, analyzing the time efficiency of these techniques is essential for understanding the balance between attack 

speed and security resilience. 

 

 
Figure 8: Time Efficiency Comparison of Password Cracking Techniques 

 

VIII. CONCLUSION AND FUTURE RECOMMENDATIONS 

In conclusion, the testing of password cracking techniques on specific networks has underscored the 

critical importance of robust password policies and regular password updates in enhancing network security. The 

test results have shown that, even when faced with sophisticated cracking tools, passwords that are sufficiently 

complex and subject to regular changes can effectively resist attempts at compromise. 

It is evident that organizations must take proactive steps to safeguard their networks and user accounts. 

This includes enforcing stringent password policies, implementing multi-factor authentication, and consistently 

educating users on secure password practices. Network administrators also bear the responsibility of remaining 

vigilant, monitoring for suspicious activities, and taking preemptive actions to thwart unauthorized access. By 

adopting these measures, organizations can effectively mitigate the risks associated with password cracking and 

significantly enhance their overall cybersecurity posture. 

 

Future Recommendations: 

 Enforce Strong Password Policies: Organizations should mandate strong password policies that 

necessitate users to create complex passwords comprising a combination of uppercase and lowercase letters, 

numbers, and special characters. Regular password updates should also be enforced to prevent passwords from 

becoming easily guessable over time. 

 Educate Users on Secure Password Practices: Regularly educate network users on safe password 

practices. Emphasize the avoidance of easily guessable information in passwords, discourage password sharing, 

and promote the use of unique passwords for different accounts to bolster security. 

 Conduct Routine Security Assessments: Implement a regimen of regular security assessments to identify 

vulnerabilities within the network. These assessments provide opportunities for proactive measures aimed at 

preventing potential attacks. 

 Monitor for Suspicious Activity: Set up a robust system for monitoring network activity, with a focus on 

detecting suspicious behavior. Instances such as repeated failed login attempts should be closely scrutinized, as 

they may signal attempted password cracking attacks. Early detection can help prevent security breaches. 

Research from Almseiden et.al indicated that early detection of suspicious login attempts, when combined with 

immediate response protocols, reduced the impact of potential breaches by 80%. Timely intervention is crucial in 

preventing unauthorized access [18]. 
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