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ABSTRACT:  
Ad hoc network is a group collection of mobile node. During the last few years we have all witnessed steadily increasing growth in 

the deployment of wireless and mobile communication networks. Mobile ad hoc networks consist of nodes that are able to 

communicate through the use of wireless mediums and form dynamic topologies. The basic characteristic of these networks is the 

complete lack of any kind of infrastructure, and therefore the absence of dedicated nodes that provide network management 

operations as do the traditional routers in fixed networks. In order to maintain connectivity in a mobile ad hoc network all 

participating nodes have to perform routing of network traffic. The cooperation of nodes cannot be enforced by a centralized 

administration authority since one does not exist. Therefore, a network-layer protocol designed for such self-organized networks 

must enforce connectivity and security requirements in order to guarantee the undisrupted operation of the higher layer protocols. 

Unfortunately all of the widely used ad hoc routing protocols have no security considerations and trust all the participants to 

correctly forward routing and data traffic.  

 
1. INTRODUCTION 
The network that uses wires is known as a wired network. 

Initially the networks were mostly wired networks. When 

there is a use of wire in a network, definitely it also requires 

network adapters, routers, hubs, switches if there are more 

than two computers in a network. The installation of a wired 

network has been a big issue because the Ethernet cable 

should be connected to each and every computer that makes 

a network. Definitely this kind of connection takes time, in 

fact more time than expected, because when we connect 

wires with computers we have to take care of lot of things 

like wire should not come under the feet, it should be under 

ground or it should be under the carpet if computers are in 

more than one room. However in new homes nowadays, the 

wiring is being done in such a way that it will look like as it 

is a wireless connection, greatly simplifying the process of 

cables. Similarly the wiring of a wired network depends on 

lot of things like what kind of devices are being used in a 

wired network, whether the network is using external 

modem or is it internal, the type of internet connection and 

many other issues. As we know making a wired network is 

not an easy task, but still there are many other tasks that are 

more difficult than making a wired network, but we are not 

going to discuss these tasks here. In configuring the wired 

network, the hardware implementation is a main task. Once 

the hardware implementation is finished in a wired network, 

the remaining steps in a wired network do not differ so much 

from the steps in a wireless network. There are some 

advantages of wired network that include cost, reliability and 

performance. While making a wired network, Ethernet cable 

is the most reliable one because the makers of Ethernet cable 

continuously improving its technology and always produces 

a new Ethernet cable by removing the drawbacks of previous 

one. That is why Ethernet cable is the most preferable in 

making a wired network, as its reliability is kept on growing 

from the past few years. In terms of performance, wired 

networks can provide good results. In the category of 

Ethernet, there is Fast Ethernet too, that provides enormous 

performance if a wired network is built in home for some 

features like data sharing, playing games and for the sake of 

high speed internet access. Still it is not false to say that Fast 

Ethernet can fulfill the need of network that is built in home 

for these kinds of purposes, till many years in future. 

Security in wired LANs can be a little problem because a 

network that is wired and is connected with internet must 

have firewall also in it, but unfortunately wired network 

does not have tendency to support firewalls, which is a big 

issue. However this problem can be solved by installing 

firewall software on each individual computer in a network. 

 

 
Figure 1 Wired Networks 

 

The nodes of wired network does require power, as they get 

that power from the alternating current (AC) source that is 

present in that particular network. 

 

1.1 Wireless Networks 

On the other hand, wireless network is such kind of network 

that does not use wires to build a network. It uses radio 

waves to send data from one node to other node. Wireless 

networks lie under the category of telecommunications field. 

It is also known as wireless local area network (WLAN). It 
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uses the Wi-Fi as a standard of communication among 

different nodes or computers. There are three types of Wi-Fi 

communication standard. 

802.11b 

802.11a 

802.11g 

 

802.11b was the oldest standard that was being used in 

WLAN. After 802.11b, the standard being introduced was 

802.11a. It offers better speed than previous one and is 

mostly used in business networks. The latest standard is 

802.11g that removes the deficiencies of previous two 

standards. Since it offers best speed from other two 

standards, also it is the most expensive one. 

The installation of this kind of network can be done by two 

ways. First one is ad-hoc mode and the second one is 

infrastructure mode. Ad-hoc mode allows wireless devices 

in a network to communicate on the logic of peer to peer 

with each other. However the second mode is the most 

required mode as it allows wireless devices in a network to 

communicate with a central device which in turn 

communicates with the devices that are connected with 

central device through wire. But both these modes have one 

similarity that they use wireless network adapters, termed as 

WLAN cards.  

Wireless LAN costs more than the wired network as it 

requires wireless adapters, access points that makes it three 

or four times expensive than Ethernet cables, hubs/switches 

for wired network. Wireless network faces reliability 

problem also as compared to wired networks, because while 

installing the wireless network it may encounter the 

interference that can come from the household products like 

microwave ovens, cordless phone etc. Wi-Fi communication 

standard’s performance is inversely proportional to the 

distance between the computers and the access points. 

Larger the distance between the computers and access point, 

smaller will be Wi-Fi performance and hence smaller will be 

performance of wireless network. Similarly, security wise it 

is less secure than the wired network because in wireless 

communication data is sent through the air and hence there 

are more chances that data can be intercepted.  

 

 
Figure 2 Wireless Networks 

 

1.2 Advantages and Application of Ad-Hoc Networks 

Ad hoc networks are wireless connections between two or 

more computers and/or wireless devices (such as a Wi-Fi 

enabled smart phone or tablet computer). A typical wireless 

network is based on a wireless router or access point that 

connects to the wired network and/or Internet. An ad hoc 

network bypasses the need for a router by connecting the 

computers directly to each other using their wireless network 

adapters. 

 

Router Free 

Connecting to files on other computers and/or the Internet 

without the need for a wireless router is the main advantage 

of using an ad hoc network. Because of this, running an ad 

hoc network can be more affordable than a traditional 

network---you don't have the added cost of a router. 

However, if you only have one computer an ad hoc network 

won't be possible. 

 

Mobility 

Ad hoc networks can be created on the fly in nearly any 

situation where there are multiple wireless devices. For 

example: emergency situations in remote locations make a 

traditional network nearly impossible, but "The medical 

team can utilize 802.11 radio NICs in their laptops and 

PDAs and enable broadband wireless data communications 

as soon as they arrive on the scene." 

 

Speed 

 Creating an ad hoc network from scratch requires a few 

settings    changes and no additional hardware or software. If 

you need to connect multiple computers quickly and easily, 

then an ad hoc network is an ideal solution. 

 

2. COMMON ROUTING IN MANETS 
There is possibility of common protocols to be implemented 

in Mobile Ad-hoc networks. These protocols are commonly 

known as link state or distance vector kind of protocols. The 

major disadvantage of using these protocols in mobile Ad-

hoc networks is that they are basically manipulated for static 

topology not for steady conditions in mobile Ad-hoc 

networks with great dynamic changing. Dynamic and Link 

sate routing can be applied efficiently with low mobility. But 

these routing techniques depend on messages with periodic 

control. Thus it shows its static nature, when the number of 

nodes is large, the potential destination may also be large, 

which can create problem. The requirement of frequent and 

abrupt change of data within network increases. Therefore 

these routing techniques should be operated in low mobility 

scenarios. One of the attribute of these common protocols is 

that they are bidirectional, for instance the transfer of data 

will be in both the directions between two hosts or clients. 

As mobile Ad-hoc networks has their own conventional 

routing protocols, to understand the difficulties and 

problems for the usage of common protocols it is necessary 

to develop the concept of following terms . 

 

2.1 Link State Routing 

In this state, every node develops the consistency to analyze 

complete topology and show the cost of each link. For the 

persistence of costs, every node periodically spreads costs of 

output links to other nodes by using the process of flooding. 

Flooding is the process to transfer updated version of 

packets to all nodes within network without any obstacle. 

When the node gets the information, it upgrades the network 
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policy and utilize shortest path to select the next hop for 

every target i.e. the path that delivers the lowest cost. There 

may be some problems may arise to view the node due to 

long spreader delays, distributed networks, such 

undetermined network topology may result into loop 

formation, but these loops are temporary they are vanished 

when the message is transferred to network. 

 

2.2 Distance Vector Routing 

In this routing scheme, every node views the cost of 

outgoing link. It disseminates periodically information to its 

neighbors and helps out to find the shortest path to every 

other node in the network, instead of promulgating 

information to all the nodes. The information received by 

nodes estimate routing table again through shortest path 

algorithm. Distance vector routing is more reliable, feasible 

to implement and short storage space is required for this 

routing, but one of the drawback of distance vector is the 

creation of short and large routing loops. Due to these loops 

nodes have to select their next hops in full distributed way 

depends on the information that should be refreshed. 

 

2.3 Source Routing  

In case of source routing, every packet has complete route 

information to the target or destination. This phenomenon or 

technique has the ability to remove the presence of routing 

loops. As source determines the routing path and 

information about the packet which travels through specified 

route, this technique is called as source routing technique. 

Moreover the addition of overhead in this approach is 

actually the larger packets which contain complete path 

information . 

 

2.4 Flooding 

The basic phenomenon to distribute routing or control 

information by usage of spreading or disseminating method, 

in which source nodes have the responsibility to send 

packets to all nodes in the network. Flooding is basically the 

implementation of broadcast method in wireless scenario. 

The source node sends the information to all neighbor nodes 

in wireless network. The neighbor nodes then forward this 

information to the entire node within their approach. So in 

this way, all the packets spread or flood within entire 

network. The packets are sequenced in number form to 

avoid staling information and loops. 

 

3. PROPOSED ACK-BASED SCHEME  
Proposed Modified Ack-Based scheme for node 

authentication with AODV existing protocol in MANET. 

Ack-Based scheme also provide facility for the detection of 

wormhole attack and node misbehaviors in ad hoc network. 

Different researcher proposed different scheme for 

Ack_Based for providing security in mobile ad hoc network. 

But all technique suffered common problem that problem is 

generation of huge amount of pack overhead and node 

ambiguity. Due to this problem the given scheme is not used 

in generalize form. So we proposed the Ack-Based scheme 

with the help of finite state machine for controlling a 

generation of packet and also improve performance of 

AODV protocol. Here first we discuss basic Ack-Based 

scheme and then we discuss finite state machine and finally 

we discuss combine approach for Ack-Based scheme. 

 ACK based scheme overcome the limitation of 

passive-feedback technique when power control 

transmission is used. To implement this scheme, an 

authentication mechanism is used to prevent the next hop 

from sending a forged Ack packet on behalf of the intended 

two hop neighbor. The main drawback of this scheme is the 

huge overhead. In order to reduce the overhead, the authors 

have proposed in  that each node asks its two hop neighbor 

to send back an ACK randomly rather than continuously. 

Likewise, this extension also fails when the two hop 

neighbor refuses to send back an Ack. In such situation, the 

requester node is unable to distinguish who is the malicious 

node, its next hop or the requested node. To overcome the 

previous ambiguity in determining the true malicious node,  

focuses on detecting malicious links instead of malicious 

nodes. The authors propose the 2Ack scheme to detect 

malicious links and to mitigate their effects. This scheme is 

based on 2Ack packet that is assigned a fixed route of two 

hops in the opposite direction of the received data traffic’s 

route. In this scheme, each packet’s sender maintains the 

following parameters; (i) list of identifiers of data packets 

that have been sent out but have not been acknowledged yet, 

(ii) a counter of the forwarded data packets, (iii) and a 

counter of the missed packets. According to the value of the 

acknowledgement ratio (Rack), only a fraction of data 

packets will be acknowledged in order to reduce the incurred 

overhead. This technique overcomes some weaknesses of 

the Watchdog/path rater such as: ambiguous collisions, 

receiver collision and power control transmission. Both of 

the previous works remain vulnerable to the attacks 

launched by group of nodes. To counter these attacks, 

provides a framework to mitigate the damage caused by the 

colluding black hole attack in AODV. The proposed 

technique has a moderate overhead induced by the ACK sent 

back by the destination during selected intervals of data 

transfer period. Throughout the data packets transmission, a 

flow of special packets is transmitted at random intervals 

along with the data. The reception of these special packets 

invokes the destination to send out an ACK through multiple 

paths. The ACK packets take multiple routes to reduce the 

probability that all ACK s being dropped by the malicious 

nodes, and also to account for possible loss due to broken 

routes or congestion in certain nodes. If the source node does 

not receive any ACK packet, then it becomes aware of the 

presence of attackers in the forwarding path. As a reaction, it 

broadcasts a list of suspected malicious nodes to isolate them 

from the network 

 All the nodes running a solution based on 

acknowledgment need to maintain a timeout (To) value. This 

timeout represents an upper bound of the time that the 

sender node has to wait for the ACK to arrive. The 

determination of this timeout value is critical since a small 

value induces a large number of false accusations and a large 

value increases the memory required to store the outgoing 

packets for further comparisons. Figure (3) depicts an 
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example of the lower bound of the timeout value maintained 

by node A for the reception of two hops ACK from node C. 

The timeout value should be greater than the estimated 

threshold (Th) value which can be calculated as follows 

Th = T1-T2 

 

 
 Figuer 3: shows that state diagram of ack scheme 

 

Where T1 and T2 are the sending (reception) time of the 

packet (Ack), respectively this threshold is estimated for a 

successful transmission at MAC layer without any 

retransmission, which is not a realistic assumption in 

MANETs, thus the timeout value should satisfy the 

following condition 

 

To > Th + (avg rt × hop delay) 

Where AV G RT is the average number of retransmissions 

of a packet at MAC layer, and hop delay is the one hop 

transmission delay which includes packet transmission 

delay, random Bakeoff delay at the MAC layer and the 

processing delay. 

 
 

4. IMPLEMENTATION 
The main code is implemented in aodv.cc and the functions 

are declared in aodv.h. In aodv_packet.h, the AODV 

message formats (RREQ, RREP, RERR and HELLO) are 

defined.  Moreover the new message format FSAPAC 

(Finite state automata) has been added and defined in this 

file. 

The main modifications have been done in aodv.cc.  

a) When a mobile node is to send a data packet to a 

destination, it tries to find a route to the destination 

(FSARt_resolve). 

b) If the mobile node does not have any valid route to the 

destination it broadcasts a RREQ message (send Request). 

c) The RREQ message is eventually received by the 

destination or another node which knows a route to the 

destination (recvRequest). 

d) The node sends a RREP/RREP_I message back to the 

originator of the RREQ (send Reply). 

e) The originator of the RREQ receives the RREP/RREP_I 

message (recvReply) and starts sending data packets to the 

destination (find_send_entry if the destination is a fixed 

node). 

Simulation is run for 100 seconds of simulated time. 10 of 

the 25 mobile nodes are constant bit rate traffic sources. 

They are distributed randomly within the mobile ad hoc 

network. 

 The time when the ten traffic sources start sending 

data packets is chosen uniformly distributed within the first 

ten seconds of the simulation. After this time the sources 

continue sending data until one second before the end of the 

simulation. The destination of each of the sources is one of 

the two hosts, chosen randomly. 

 

 
Figure 4: Simulation scenario of ACK-Based scheme on pause time 10 s 

 

Figure 4 shows that the simulation scenario of ACK-Based 

scheme on pause time 10s that mans node mobility starting 

on this time and flow of control packet started. 

 

 

5. CONCLUSION AND FUTUREWORK 
Without infrastructure and node mobility in adhoc network 

is a great challenge as concern to the security. For security 

concern various method are used for node authentication in 

mobile adhoc network. The authentication scheme of leader 

agent and member surveillance greatly reduces the relative 

calculating overheads and communication costs. Generally 

speaking, when leader agent node and surveillance nodes are 

not destroyed, the united nodes can ensure the reliability, the 

authentication result is reliable.   

 Suggestion of future work is to apply modified 

Ack-Based FSA add with other protocol to requirement of 

memory. During path discovery and path establishment it 

take much time in compression of normal Ack-Based 

schemes in future  minimized route calculation with finite 

state machine. 
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