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Abstract: Wireless networks now enjoy widespread commercial implementation because of their ease of use, low cost and
setup. However, since accessing wireless media is much easier than tapping a wired network, then security becomes a
serious concern when implementing any wireless network. We consider a particular class of Denial of Service (DoS) attacks
called jamming attacks. In the simplest form of jamming, the attacker interferes with the reception of messages by
transmitting a continuous jamming signal, or several short jamming pulses. Jamming results in the loss of link reliability,
increased energy consumption, extended packet delays and disruption of end-to-end routes. The use of distinct, dedicated
communication links to transmit data and control traffic introduces a single point of failure for a denial of service attack, in
that an adversary may be able to jam control channel traffic and prevent relevant data traffic. To prevent such jamming
attacks, in this paper we propose a packet hiding method based on all- or- nothing transforms (AONT).
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I. INTRODUCTION
The broadcast nature of wireless networks makes them particularly vulnerable to the radio interference, which
prevents the normal communications. This interference or jamming can destroy the wireless transmission and may occur
either by means of unintentional interference or collision at the receiver side or intentional attacks. The jamming attack can
be easily launched since it can be implemented by simply listening to the open medium and broadcasting in the same
frequency band as sensor networks.
In order to cope with this kind of Denial-Of- Service (DOS) style attack, many strategies and techniques have been
developed. The traditional method is to use the sophisticated physical layer technologies such as- DSSS (Direct Sequence
Spread Spectrum) and FHSS (Frequency Hopping Spread Spectrum), which have been widely used in military
communication. However, it can be too costly for the energy and frequency constrained networks. So many kinds of
evasion strategies have been researched, such as wormhole-based anti-jamming techniques [1], channel surfing [2] and
timing channel [3].
This paper presents a packet hiding method based on AONT to prevent jamming attacks. Jamming attack is a kind
of Denial of Service (DOS) attack, which prevents other nodes from using the channel to communicate by occupying the
channel that they are communicating on. We define the jammer in wireless sensor networks as an entity who is purposefully
trying to interfere with the physical transmission and reception of wireless communications. A typical scenario of jamming
attack is shown in the figure 1. The normal nodes C and D has been jammed by the malicious node “X”, so the
communications between the jammed nodes(C, D) and the normal nodes (A, B, E, H, I) are disrupted.

Figure 1: An example of Jamming Attack

II. TYPES OF JAMMERS
Jammers are of five types based on the time of their activity and the mode of attacks:
 Continuous Jammers
 Impersonate Jammers
 Unsystematic Jammers
 Systematic Jammers
 Exacting Jammers
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A. Continuous Jammers
The continuous jammers [4] transmit the jamming or attack signal into the medium at a constant rate. Since the
jamming signal uses the medium or channel, the other users will not sense the medium to be free for their legitimate service.
The packets transmitted by these type of jammers are random meaningless messages. The jammers are small electronic
devices powered by a battery with the limited power resources. Hence after a considerable time, the jammer dries its battery
power and thus the medium is retrieved from the attack. Even an energy efficient jammer could not last for a considerable
time but still for a limited span, the jammer completely blocks the services in a network. The packets could be identified
from the content it stores and thus the attacker. The route could be blocked to prevent the network from the attack.
B. Impersonate Jammers
Impersonate jammers [5] sends the packets which resemble the original packets. The network administrator would
not try to suspect these packets and thus allows the packets into the network. Yet these jammers are not energy efficient and
thus dry out soon after. The only advantage is that it evades the detection mechanisms for a longer period of time.
C. Unsystematic Jammers
Unsystematic jammers [5] are the foundation of energy efficient jammers. These type of jammers extended their life
span by limiting the time of activity. Packets are sent from these jammers at a random time rather than continuously thus
serving for a longer period. The jammers would alternate their activity time that is they would be on for certain period of
time and thus switched on for a certain time. Conserving the power at regular intervals increased their lifetime, causing a
threat to the entire network.
D. Systematic Jammers
Systematic jammers [6] are the intelligent jammers of all other types. Unlike the unsystematic jammers, they follow
a strict order to be switched- on and off. These are highly energy efficient and the most significant in attacking the resources
in the netwrok. This type of jammers waits for the sender and the receiver nodes to start the communication process and then
gets activated. The mode of attack is simplified and then the attack becomes more vulnerable to the network. If there is no
communication between the nodes, then the jammers remains idle, and conserving the energy. Moreover the packets sent
over the medium are similar to the legal data packets raising no different pattern to awaken the defense mechanisms.
E. Exacting Jammers
Exacting jammers are considered to be the critical jammers which have to be spotted immediately before
irrecoverable changes occur in the network. The exacting jammers determine the nature of the packet sent in between the
nodes of a network. Unless those packets are of high importance [7], they are free to move. Packets such as route request or
route response or a packet of either important data or control flow would readily be subjected to the jamming attack. The
source of the jamming attack, being a part of the original network, defines the longer time for suspicion.

III. RELATED WORK
Continuous jamming has been used as a denial-of-service (DoS) attack against voice communication since the
1940s [8]. Recently, several alternative jamming strategies have been demonstrated [9], [10]. Intelligent attacks which target
the transmission of specific packets were presented in [11], [12]. In [12], the authors consider an attacker who infers
eminent packet transmissions based on timing information at the MAC layer.
In both [11], [12], real-time packet classification was considered beyond the capabilities of the adversary.
Selectivity was achieved through inference from the control messages already transmitted. Channel-selective jamming
attacks were considered in [13]. It was shown that targeting the control channel reduces the required power for performing a
denial- of- service attack by several orders of magnitude. In [14], the authors proposed a randomized frequency hopping
algorithm, to protect the control channel inside jammers. Finally, in [10], the authors proposed a frequency hopping antijamming technique that does not require the sharing of a secret hopping sequence, between the communicating parties.

IV. ALL- OR- NOTHING TRANSFORM
The concept of an All-or-Nothing Transform (AONT) was introduced by Rivest [15] to increase the cost of brute
force attacks on block ciphers without changing the key length. As defined in [15], an AONT is an efficiently computable
transformation f, mapping sequences of blocks (i.e., fixed length strings) to sequences of blocks, which has the following
properties:
1. Given all of f(x1,x2,…….xn)= (y1,y2,…..yn), it is easy to compute x1,x2,……xn.
2. Given all but one of the blocks of the output, it is infeasible to find out any information about any of the original blocks
xi.
An AONT itself does not perform any encryption, since there is no secret key information involved in it.. However,
if its output is encrypted, block- by- block, with a block cipher, the resulting scheme will have the following interesting
property- An adversary cannot and out any information about any block of the message without decrypting all the blocks of
the cipher text. Now if the adversary attempts to do an exhaustive search for the key, he will need to perform n' decryptions
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before determining whether a given key is correct. Thus, the attack will be slowed down by a factor of n', without any
change in the size of the secret key. This is particularly important in scenarios where the key length is of constrained to be
insecure or marginally secure.
The use of AONT with encryption can be particularly useful for remotely keyed encryption i.e., applications where
the part of the system that contains the keys is separate, and where bandwidth restrictions prevent us from sending the whole
message from the insecure to the secure component [4]. An example of such a scenario would be the case where the keys are
stored in the smartcard, and the user wishes to encrypt or decrypt large files. Through the use of AONT, we can completely
eliminate any encryption components from the host system, and restrict such operations to the smartcard.

V. PROPOSED METHOD
In the proposed work, the packets are pre-processed by an AONT before transmission but remain unencrypted. The
jammer cannot perform the packet classification until all pseudo-messages corresponding to the original packet have been
received and the inverse transformation has been applied. Packet “m” is partitioned to a set of x input blocks m = {m1, m2,
m3….}, which serve as an input to an The set of pseudo-messages m = {m1, m2, m3,…..} is transmitted over the wireless
link. Recently Rivest motivated by different security concerns arising in the context of block ciphers, introduced an
intriguing primitive called the All-Or-Nothing Transform (AONT). An AONT is an efficiently computable transformation
“T” on strings such that
 For any string x, given all of T(x), one can efficiently recover “x”
 There exists some threshold such that any polynomial time adversery that learns all but bits of T(x) obtains no
information about “X” (in a computational sense).
The AONT solves the problem of partial key exposure-rather than storing a secret key directly, we store the AONT
applied to the secret key. If we can build an AONT, where the threshold value `is very small compared to the size of the
output of the AONT, we obtain security against almost total exposure. Notice that this methodology applies to secret keys
with arbitrary structure, and thus protects all the kinds of cryptographic systems. One can also consider AONT’s that have a
two-part output- a public output that doesn’t need to be protected, and a secret output that has the exposure-resilience
property stated above. Such a notion would also provide the kind of protection we try to achieve. The AONT has many other
applications, as well, such as enhancing the security of block-ciphers and making the fixed-block size encryption schemes
more efficient.
Figure 2 shows the proposed packet hiding method. The Sender transmits the message, which is divided into blocks
of fixed size. These blocks are given as input to AONT. Then AONT encrypts these message blocks with a shared secret key
and then sends to the receiver. Now the receiver decrypts these blocks with the same key, thus retrieves the original data.

Figure 2: AONT- based packet hiding method

VI. CONCLUSION
Jamming attack is a kind of Denial of Service (DOS) attack, which prevents other nodes from using the channel to
communicate by occupying the channel that they are communicating on. To prevent such attack, we propose a packet
method based on All-or-Nothing Transform (AONT). An AONT itself does not perform any encryption, since there is no
secret key information involved in it.. However, if its output is encrypted, block- by- block, with a block cipher, the resulting
scheme will have the following interesting property- one must decrypt the entire cipher text before one can determine even
one message block. This means that brute force searches against AONT encryption are slow down by a factor equal to the
number of blocks in the cipher text.
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