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Abstract

In the 21" century, information security has become a geart issue. Steganography and watermarking provide
solution to these issues. Watermarking is mainly used for copyright protection. There are many techniques
which have been developed for watermarking in the past decade both in the spatial and frequency domain.
In this paper, robustness of Parity Checker Method [1] which is a spatial domain technique is checked has
been checked against the two watermarking attacks blurring and cropping .By analysis of the result we
found that this method provides favorable results.
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1. Introduction

In the recent years, with the growth of multimedia system in distributed environment, the problem asso-
ciated with multimedia security and multimedia copy right protection have become important issues. Also
the technology designed to make electronic publishing feasible has also increased the threat of intellectual
property threat. Illegal copying and redistribution of digital images, audio or video without any information
loss is also a threat to the society. These issues can be solved by using water marking techniques available
[2, 3, 4, 5, 6]. The process of digital watermarking involves the modification of original multimedia data to
embed a watermark containing the key information as a authentication or copy right codes. The embedding
method must leave the original data perceptually unchanged, yet should imposed modification which can be
detected by using an appropriative extraction algorithm. A water mark is an imperceptible, robust and se-
cure message embedded directly in digital elements such as image, audio, and sound which uniquely identi-
fies its owner. It should be noted that digital water mark could not itself prevent copying, modification and
redistribution of documents [7]. However if encryption and copy protection fails, water marking allows the
documents to be traced back to its right owner and prevents unauthorized use. The water mark must be
difficult to remove and immune to multimedia data operations. A water mark containing the information
regarding owner should be small in size so that it can be easily embedded into images. The water mark can
also be embedded as a noise component in image. In general, the watermark can be visible or invisible. A
visible watermark typically contains a evidently visible message or a company logo indicating the owner-
ship of the image. The invisible watermark contents appear perceptually identical to the original.

In this paper, the robustness of parity checker method has been checked against the two watermarking at-
tacks. In parity checker method, parity of the the pixel value is checked to insert the watermark bit. The
watermark bit inserted at a pixel position according to the parity of the pixel value. The analysis of this
technique against the blurring and cropping attack show the favorable results.

The rest of the paper is organized as follows: Section 2 describes the various attacks on the watermarking.
Parity Checker Method has been given in the section 3. At last , section 4 gives the result and analysis.
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2. Attacks on Watermarking
There may be many attacks on watermarked image namely, blurring, cropping, compression, scal-
ing etc. Here in this paper blurring and cropping have been discussed in section four.

3. Parity Checker Method [1]

In this method, the concept of even and odd parity has been used by using the parity checker. As we al-
ready know that even parity means that the pixel value contains even number of 1’s and odd parity means
that the pixel value contains odd number of 1’s. In this method ‘0’ bit is inserted at a pixel value where
pixel value has odd parity and if the parity is even then odd parity is made by adding or subtracting ‘1’ to
the pixel value. Similarly, 1’ is inserted at a pixel value if it had even parity. In case, if even parity is not
present at that location then even parity is made over that location by adding or subtracting ‘1°. In this way
‘0’ or ‘1’ is inserted at any location. The insertion process is shown in figure 1 and 2.

For retrieval of message, again parity chacker is used. If odd parity is present at the selected location
then ‘0’ is message bit, else message bit is ‘1°. Retrieval process is repeated for all locations. In this way,
the message bits are retrieved bits from all the locations where these have been inserted. The retrieval
process is shown in Figure 3.
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3.4.2 Algorithm [1]

3.4.2.1 Assumption
(i)  Sender and recipient agree on the cover object in which message is supposed to be hidden.

(if)  Both sender and recipient agree on the same pseudo—random key to decide the random locations
where message is to be inserted.

3.4.22 Insertion Algorithm

(i)  Find pseudo-random location (L) in cover image from secret key to insert the message bit. (For de-
tail see [Franz et al (1996)] and [Lee and Chen (2000)]).

(if)  If we want to insert O then go to step (iv) else go to step (v).

(iii) (a) Check whether at location (L) pixel value is having odd parity. If yes, insert O at
location ‘L’ and go to END If no, go to step (b)

(b) Make the parity of pixel value odd by adding or subtracting 1 and then insert 0. Go to
END

Vv @ Check wheather at location ‘L’ the pixel value is of even parity. If yes, insert 1 at lo-
cation (L) and go to END. If no, go to step (b).

(b) Make the parity of pixel value by adding or subtracting 1 and then insert 1 and go to END.
(vi) END
3.4.2.3 Retrieval Algorithm
(M Trace out the location (L) from the same secret key as used for insertion of message.
(iii) Check whether at location (L).
(@) If the parity of pixel value is odd then ‘0’ is the message bit.
(b) If the parity of pixel value is even then ‘1’ is the message bit

(iv) END

4. Results and Analysis

Here in this section robustness of watermarking scheme against two attacks i.e. cropping and blurring of
imagehas been analyzede. Figure 4 shows the original image and figure 5 shows the watermarked image
with watermark ‘Rajkumar’ inserted four times in the original image. Figure 6 shows the blurred image and
figure 7 shows the cropped image.
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Fig.4 Original Image Fig.5 Watermarked Image

Fig.6 Blurred Image Fig.7 Cropped Image
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From this we can easily analyze the above images based on PSNR (Peak signal to noise ratio) in dB by
using the software HAYDWT Video watermark. The PSNR values of original image and stego image are

Vol.1, Issue.2, pp-338-346

given in table 1 Table 2 shows the PSNR values under the various attacks

ISSN: 2249-6645

Table 1
Component PSNR (Original Image and
Stego Image)
Red 9.59
Green 10.03
Blue 11.28
Table 2
Attack PSNR of Red component PSNR of Green | PSNR of Blue
(Original Image  and component component
Attacked Image) (Original Image and | (Original Image and
Attacked Image) Attacked Image)
Blurring 7.84 8.53 9.50
Cropping 9.67 9.62 9.51

After analyzing the results from table 4.3 and 4.4 it is found that PSNR values decrease after applying the
various attacks. Under the blurring attack the PSNR value of red, green, and blue component decreases by
1.35dB, 1.54dB, and 1.78dB respectively. Similarly, in cropping the PSNR values of green and blue
components decreases by 0.41dB and 1.77 dB respectively. There is slightly in the PSNR values in the red
component i.e. 0.08dB. So on the basis of above facts it is concluded that there is very less change in PSNR

values under the various attacks which shows the robustness of watermarking technique.
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